CS 4390/5390 System Security – Attack and Defense for Binaries
Instructor: MD Armanuzzaman
Homework – 10
Total points: 65
Deadline: 05/07/2026, 3.00PM

This home should be performed in your local machine. For Task 1 to Task 5, you would need install a VM. Note the setup instructions you will find in the link below including for Apple ARM silicon.

[15] Task 0: Use lscpu or other utilities to find out what is the CPU model of your own machine. Explain the cache size. Compare with our server’s CPU cache size. Take screenshots. Find out the following information of your CPU online. Paste the links of such information: 1) size of level 1, 2, and 3 caches; 2) number of ways; and 3) Calculate the number of sets at each cache level. 

For task 1-5, to do Spectre attack, follow the instructions in the link below: https://seedsecuritylabs.org/Labs_20.04/System/Spectre_Attack
[10] Task 1: Do task 1 and describe your understanding with screen shots. (This is the same task as CacheTime discussed in the class) 

[10] Task 2: Do task 2 and describe your understanding with screen shots. (This is the same task as FlushReload discussed in the class)

[10] Task 3: Do task 3 and describe your understanding with screen shots. (Even if you the attack does not work as expected in the document, understand the code and show whatever you find.)

[10] Task 4: Do task 4 and describe your understanding with screen shots. (Even if you the attack does not work as expected in the document, understand the code and show whatever you find.)

[10] Task 5: Do task 5 and describe your understanding with screen shots. (Even if you the attack does not work as expected in the document, understand the code and show whatever you find.)






