CS 4390/5390 System Security – Attack and Defense for Binaries
Instructor: MD Armanuzzaman
Homework – 4
Total points: 65
Deadline: 03/12/2026, 3.00PM

Reading. Read the following materials.

[bookmark: docs-internal-guid-c5b1ca89-7fff-31fa-7a][ ] Reading Task 1: Read “Starting a process” at https://www.bottomupcs.com/starting_a_process.xhtml
[ ] Reading Task 2: Read “The advanced return-into-lib(c) exploits: PaX case study” at http://phrack.org/issues/58/4.html
[ ] Reading Task 3: Read “StackGuard: Automatic Adaptive Detection and Prevention of Buffer-Overflow Attacks” at https://www.usenix.org/legacy/publications/library/proceedings/sec98/full_papers/cowan/cowan.pdf
[ ] Reading Task 4: Read “How Jeff Bezos’ iPhone X Was Hacked” at https://www.nytimes.com/2020/01/22/technology/jeff-bezos-hack-iphone.html
[ ] Reading Task 5: Read “A Deep dive into (implicit) Thread Local Storage” at https://chao-tic.github.io/blog/2018/12/25/tls

Hands-on Tasks. 
Your username on http://yeast.utep.edu:2223/: _________

Do the following tasks on our server.

[10 points] Task 1: Capture the flag of overflow6 32-bit. Take screenshots. Explain your exploits briefly.

[10 points] Task 2: Perform a ret2libc attack on overflowret4_no_excstack_32. Your goal is to get a shell. The shell will not have root privilege, so you won’t be able to get the flag using this approach. Take screenshots, which should clearly show you get a shell. Explain why the exploit works. 

[15 points] Task 3: Use the techniques you learned so far to capture the flag of overflow9_32. Explain what is the vulnerability and how you craft your exploit. Take screenshots. Explain your exploits briefly.

[30 points] Task 4: Capture the flag of bypassCanary_32.

[5 points] Read the source code of the target program in slides. Describe its logic. How many processes will be running at the same time?

[5 points] Develop your own exploit script/program (you can choose to use any programming language you are comfortable with) to capture the flag. Post the source code of your exploit program/script here.

[10 points] Take screenshot of the canary value.

[10 points] Take screenshot of the flag.

[15 bonus points] If your exploit script/code is fully automated. Your automated script does not need manual adjustment of the script. The script will read from the binary output to identify each correct byte.

