CS 4390/5390 System Security – Attack and Defense for Binaries
Instructor: MD Armanuzzaman
Homework – 6
Total points: 65
Deadline: 03/26/2026, 3.00PM

Reading. Read the following materials.

[bookmark: docs-internal-guid-c5b1ca89-7fff-31fa-7a][ ] Reading Task 1: Read “StackGuard: Automatic Adaptive Detection and Prevention of Buffer-Overflow Attacks” at https://www.usenix.org/legacy/publications/library/proceedings/sec98/full_papers/cowan/cowan.pdf
[ ] Reading Task 2: Read “How Jeff Bezos’ iPhone X Was Hacked” at https://www.nytimes.com/2020/01/22/technology/jeff-bezos-hack-iphone.html
[ ] Reading Task 3: Read “A Deep dive into (implicit) Thread Local Storage” at https://chao-tic.github.io/blog/2018/12/25/tls
[ ] Reading Task 4: Read “The Performance Cost of Shadow Stacks and Stack Canaries” at https://dl.acm.org/doi/pdf/10.1145/2714576.2714635

Hands-on Tasks. 
Your username on http://yeast.utep.edu:2223/: _________

[13 points] Task 1: Capture the flag of tester_ascii_int_x80_32. Take screenshots. Explain your exploits briefly.

[13 points] Task 2: Capture the flag of tester_no_stdin_out_err_64. Take screenshots. Explain your exploits briefly.

[13 points] Task 3: Capture the flag of tester_no_syscall_64. Take screenshots. Explain your exploits briefly.

[13 points] Task 4: Capture the flag of tester_18_bytes_64. Take screenshots. Explain your exploits briefly.

[13 points] Task 5: Capture the flag of tester_unique_64. Take screenshots. Explain your exploits briefly.

