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If you want to be a systems/software security guy …
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What we have learned so far?
● Vulnerabilities

○ Buffer overflow (out of bound read/write), format string vulnerability, heap 

vulnerabilities…

● Exploitation techniques

○ Return to Libc

○ Shellcode development

○ Return-oriented programming

○ …

● Mitigations at hardware, OS, compiler layers

○ Non-execution stack

○ Control-flow integrity

○ ASLR

○ …
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The workflow of exploitation
1. Discover and understand the vulnerabilities or bugs

a. code review, reverse engineering

b. root cause, what memory is affected, memory address calculation

2. Assess exploitability

a. what do we control? what mitigations are active?

3. Choose technique and develop exploit

a. based on mitigations and available primitives

b. craft payload, bypass protections, gain control
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Manually discover real-world bugs is not alway easy

CVE-2017-9047 — libxml2, xmlSnprintfElementContent() in valid.c

A widely-used C library for parsing XML. Used by almost every Linux application, browser, and

server that touches XML or HTML.

https://nvd.nist.gov/vuln/detail/cve-2017-9047

https://nvd.nist.gov/vuln/detail/cve-2017-9047


6

Manually discover real-world bugs is not alway easy

Entry: len = size - 11 → check passes (size-11 < size-10) ✓

Step 5: recurse fills buffer to size - 4

Step 6: strcat(buf, " , ") → writes 3 bytes → buffer now at size - 1

Step 8: strcat(buf, ")") → writes 1 byte → OOB write ✗
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Other reasons why manually discovering bugs is 
not feasible

Real-world codebases have millions of lines of code

● Linux kernel — ~40 million lines of code, growing by ~70,000 lines every release 

cycle

● Windows 10 — ~50 million lines of code

● macOS — over 80 million lines of code

● Google Chromium — ~20–30 million lines of code

● Android AOSP — ~7 million lines (core only, excluding external dependencies)
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The workflow of exploitation
1. Discover and understand the vulnerabilities or bugs

a. code review, reverse engineering

b. root cause, what memory is affected, memory address calculation

2. Assess exploitability

a. what do we control? what mitigations are active?

3. Choose technique and develop exploit

a. based on mitigations and available primitives

b. craft payload, bypass protections, gain control

Automate bug discovery at scale
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Fuzzing or Fuzz Testing



10

What is fuzzing
● Automated testing

○ Feed unexpected, random, or mutated inputs to a program/function that 

reveal a bug

● Bug discovery

○ Detect crashes, hangs, memory errors, and undefined behavior

● Have been applied to all kinds of software, e.g., web, network protocol.

○ We focus on binary/native software in this class
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In its simplest form: naive fuzzing
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Instrumentations



13USENIX’2024



14USENIX’2024
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Other Advanced Software Security methods
● Address Sanitization

● Static Analysis

● Dynamic Analysis

● Symbolic Execution

● Concolic Execution

● Taint Analysis

● …
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Final CTF Schedule
● 05/07/2026, Thursday

○ 3.00 PM - 6 PM

● Location

○ CCSB 1.0410

● Homework 10

○ Due on 05/07/2026 before the exam

● Course Evaluation Deadline

○ 05/10/2026

○ We are at 33%

○ 20 mark bonus for everyone at 90%


