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Agenda
● Background knowledge

○ Compiler, linker, loader

○ x86 and x86-64 architectures and ISA

○ Linux fundamentals

■ Linux file permissions

■ Set-UID programs

■ Memory map of a Linux process

■ System calls

■ Environment and Shell variables

■ ELF files

■ Reverse engineering tools
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Background Knowledge:
Memory Map of a Linux Process
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Memory Map of Linux Process (32 bit)
Each process in a multi-tasking OS runs in its own memory sandbox.

 

This sandbox is the virtual address space, which in 32-bit mode is always a 4GB block 
of memory addresses.

These virtual addresses are mapped to physical memory by page tables, which are 
maintained by the operating system kernel and consulted by the processor
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Memory Map of Linux Process (32 bit)

https://manybutfinite.com/post/anatom
y-of-a-program-in-memory/ 5

https://manybutfinite.com/post/anatomy-of-a-program-in-memory/
https://manybutfinite.com/post/anatomy-of-a-program-in-memory/


NULL Pointer in C/C++
int * pInt = NULL;

In possible definitions of NULL in C/C++:

#define NULL ((char *)0)

#define NULL 0

//since C++11

#define NULL nullptr
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/proc/pid_of_process/maps

  #include <stdio.h>
  #include <stdlib.h>
  int main()
  {
     getchar();
     return 0;
  }

Example processmap.c

cat /proc/pid/maps

pmap -X pid

pmap -X `pidof pm`
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Memory Map of Linux Process (64 bit 
system)
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Background Knowledge:
System Calls
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What is System Call?
When a process needs to invoke a kernel service, it invokes a procedure call in the 
operating system interface using special instructions (not a call instruction in x86). 
Such a procedure is called a system call.

The system call enters the kernel; the kernel performs the service and returns. Thus a 
process alternates between executing in user space and kernel space.

System calls are generally not invoked directly by a program, but rather via wrapper 
functions in glibc (or perhaps some other library).
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Popular System Call
On Unix, Unix-like and other POSIX-compliant operating systems, popular system calls 
are open, read, write, close, wait, exec, fork, exit, and kill.

Many modern operating systems have hundreds of system calls. For example, Linux 
and OpenBSD each have over 300 different calls, FreeBSD has over 500, Windows 7 
has close to 700.
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Glibc interfaces

Often, but not always, the name of the wrapper function is the same as the name of the 
system call that it invokes

For example, glibc contains a function chdir() which invokes the underlying "chdir" 
system call.
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Tools: strace & ltrace misc/firstflag 
main.c  

  int main(int argc, char *argv[])
  {
     printf("Congratulations on getting your first flag!!\n");
     print_flag();
  }

flag.h
  int print_flag()
  {

FILE *fp = NULL;
char buff[MAX_FLAG_SIZE] = {0};
fp = fopen("/flag", "r");
if (fp == NULL)

  {
 printf("Error: Cannot open the flag file!!!\n");

 return 1;
   }

fread(buff, MAX_FLAG_SIZE - 2, 1, fp);
printf("The flag is: %s\n", buff);
fclose(fp);
return 0;
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Tools: strace & ltrace
Execve - first system call
Access - check file permission
Brk - check data segment/heap
Arch_prctl - set architecture-specific thread state
Fcntl - manipulate file descriptor
Openat - similar to open
Fstat - get file status
Mmap - map files or devices into memory
Close
Read
Pread64 - similar to read
Mprotect - set protection on a region of memory
Munmap - map files or devices into memory
Write
Exit_group

Use “man 2 syscall_name” to check out its usage
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Making a System Call in x86/64 Assembly
On x86/x86-64, most system calls rely on the software interrupt.

A software interrupt is caused either by an exceptional condition in the processor 
itself, or a special instruction (the int 0x80 instruction or syscall instruction)

For example: a divide-by-zero exception will be thrown if the processor's arithmetic 
logic unit is commanded to divide a number by zero as this instruction is in error and 
impossible. 
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Making a System Call in x86 Assembly (INT 0x80)

https://chromium.googlesource.com/chromiumos/docs/+/master/constants/syscalls.md#x86-32_bit
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Making a System Call in x86 Assembly

https://shell-storm.org/shellcode/files/shellcode-827.html

xor eax,eax
push eax
push 0x68732f2f
push 0x6e69622f
mov ebx,esp
push eax
push ebx
mov ecx,esp
mov al,0xb
int 0x80
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Making a System Call in x86 Assembly

xor eax,eax
push eax
push 0x68732f2f
push 0x6e69622f
mov ebx,esp
push eax
push ebx
mov ecx,esp
mov al,0xb
int 0x80

High Address

Low Address

  esp

stack
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Making a System Call in x86 Assembly

xor eax,eax
push eax
push 0x68732f2f
push 0x6e69622f
mov ebx,esp
push eax
push ebx
mov ecx,esp
mov al,0xb
int 0x80

eax

High Address

Low Address

  esp

stack

20



Making a System Call in x86 Assembly

xor eax,eax
push eax
push 0x68732f2f
push 0x6e69622f
mov ebx,esp
push eax
push ebx
mov ecx,esp
mov al,0xb
int 0x80

eax
0x68732f2f
0x6e69622f

High Address

Low Address

  esp

stack
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Making a System Call in x86 Assembly

xor eax,eax
push eax
push 0x68732f2f
push 0x6e69622f
mov ebx,esp
push eax
push ebx
mov ecx,esp
mov al,0xb
int 0x80

eax
0x68732f2f
0x6e69622f

High Address

Low Address

  esp

stack
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Making a System Call in x86 Assembly

/bin/sh, 0x0  0x0000000 Address of /bin/sh,  0x0000000

execve(“/bin/sh”, address of string “/bin/sh”, 0)
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Making a System Call in x86_64 (64-bit) Assembly

https://chromium.googlesource.com/chromiumos/docs/+/master/constants/syscalls.md#x86-32_bit
24

https://chromium.googlesource.com/chromiumos/docs/+/master/constants/syscalls.md#x86-32_bit


Making a System Call in x86_64 (64-bit) Assembly

push rax
xor rdx, rdx
xor rsi, rsi
mov rbx, '/bin//sh'
push rbx
push rsp
pop rdi
mov al, 59
syscall
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Background Knowledge:
System Calls
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Channels of Communication for Linux Process
Every process in Linux has three initial, standard channels of communication:

● Standard Input (stdin, fd=0) is the channel through which the process takes input. 

For example, your shell uses Standard Input to read the commands that you input.

● Standard Output (stdout, fd=1) is the channel through which processes output 

normal data, such as the flag when it is printed to you in previous challenges or the 

output of utilities such as ls.

● Standard Error (stderr, fd=2) is the channel through which processes output error 

details. For example, if you mistype a command, the shell will output, over 

standard error, that this command does not exist.
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Examples
Redirecting output > or 1> 

echo hi > asdf echo hi 1> asdf

Appending output >>

echo hi >> asdf

Redirecting errors 2>

/challenge/run 2> errors.log

Redirecting input <

rev < messagefile
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Channels of Communication for Linux Process
Process can also take input from command line arguments

ls -al c

at /flag 

cat 1.txt 2.txt 3.txt
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Pipe
The | (pipe) operator. Standard output from the command to the left of the pipe will be 
connected to (piped into) the standard input of the command to the right of the pipe.

echo hello-world | wc -c
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Background Knowledge:
Environment and Shell Variables
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Environment and Shell Variables
Environment and Shell variables are a set of dynamic named values, stored within the 
system that are used by applications launched in shells.

KEY=value

KEY="Some other value"

KEY=value1:value2

The names of the variables are case-sensitive (UPPER CASE). Multiple values must be 
separated by the colon : character. There is no space around the equals = symbol.
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Environment and Shell Variables
Environment variables are variables that are available system-wide and are inherited 
by all spawned child processes and shells.

Shell variables are variables that apply only to the current shell instance. Each shell 
such as zsh and bash, has its own set of internal shell variables.
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Common Environment Variables
USER - The current logged in user.

HOME - The home directory of the current user.

EDITOR - The default file editor to be used. This is the editor that will be used when 
you type edit in your terminal.

SHELL - The path of the current user’s shell, such as bash or zsh.

LOGNAME - The name of the current user.

PATH - A list of directories to be searched when executing commands.

LANG - The current locales settings.

TERM - The current terminal emulation.

MAIL - Location of where the current user’s mail is stored.
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Commands
env – The command allows you to run another program in a custom environment 
without modifying the current one. When used without an argument it will print a list 
of the current environment variables.

printenv – The command prints all or the specified environment variables.

set – The command sets or unsets shell variables. When used without an argument it 
will print a list of all variables including environment and shell variables, and shell 
functions.

unset – The command deletes shell and environment variables.

export – The command sets environment variables
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The environment variables live 
towards the top of the stack, 
together with command line 
arguments
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Background Knowledge:
Manual Binary Analysis Tools
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Tools for this class

file 

readelf

strings

nm

objdump

GDB

[optional] IDA Pro

[optional] ghidra

[optional] Binary Ninja
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GDB Cheat Sheet
Start gdb using: 

gdb <binary>

Pass initial commands for gdb through a file 

gdb <binary> –x <initfile>

To start the program and breakpoint at main()

start <argv>

To start the program and breakpoint at _start

start <argv>

To run the program without breakpoint

r <argv>

Use another progrom’s output as stdin in GDB:

r <<< $(python2 -c "print '\x12\x34'*5") 40



GDB Cheat Sheet
Set breakpoint at address:

b *0x80000000

Set breakpoint at beginning of a function:

b main

….

b <filename:line number>

b <line number>

Disassemble 10 instructions from an address:

x/10i 0x80000000

Exam 15 dword (w) from an address; show hex (x):

x/15wx 0x80000000

Exam 3 qword (g) from an address; show hex (x):

x/3gx 0x80000000 41



GDB Cheat Sheet
To show breakpoints

info b

To remove breakpoints

clear <function name>

clear *<instruction address>

clear <filename:line number>

clear <line number>
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GDB Cheat Sheet
Use “examine” or “x” command

x/32xw <memory location> to see memory contents at memory location, showing 32 
hexadecimal words

x/5s <memory location> to show 5 strings (null terminated) at a particular memory location

x/10i <memory location> to show 10 instructions at particular memory location

See registers

info reg

Step an instruction

si
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GDB Script
Use “examine” or “x” command

x/32xw <memory location> to see memory contents at memory location, showing 32 
hexadecimal words

x/5s <memory location> to show 5 strings (null terminated) at a particular memory location

x/10i <memory location> to show 10 instructions at particular memory location

See registers

info reg

Step an instruction

si
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Shell Cheat Sheet

Run a program and use another program’s output as a parameter

program $(python2 -c "print '\x12\x34'*5")
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Reading

1. https://iq.thc.org/how-does-linux-start-a-process
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