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Abstract—this paper proposes a new data transmission technique
that uses Quantum Key Distribution (QKD) method, One Time
Pad (OTP) encryption technique and Huffman encoding
compression algorithm to transmit the data more securely and
efficiently. While data is transmitted, requirements like secrecy,
less overhead through compression etc are crucial issues. QKD is
one of the most promising methods which provide unconditional
security. It relies upon the immutable laws of quantum physics
rather than computational complexity as the basis of its secrecy.
To establish the trust between the sender and the receiver, this
paper considers a trusted center that distributes and verifies the
key. Also it uses Huffman encoding- a lossless compression
algorithm to compress the transmitted data over the classical
channel that reduces the data transmission overhead. Moreover
for data encryption, it applies OTP technique with the key
randomly generated by the QKD method that ensures the secrecy
of the transmitted data over the classical channel. Thus the
overhead of both quantum and classical channels are reduced.
Finally the time requirements for encoding-decoding and
encryption-decryption for the proposed technique are evaluated.
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I.  INTRODUCTION

Unlike  traditional  cryptosystems, Quantum Key
Distribution (QKD) method relies on the immutable laws of
quantum physics along with cryptosystems to ensure the
secrecy of data. Cryptosystems usually rely on keys where at
the right time the availability of the correct key to the sender
and the receiver is a crucial issue. Nowadays computational
power is increasing, and thereby traditional cryptosystems e.g.
RSA, DES, AES etc are becoming vulnerable [1]. In QKD,
quantum key is used as qubit, and thereby no measurement can
determine the state of the qubit absolutely. If any eavesdropper
resides in quantum channel, it is easily detectable because the
exact quantum state can’t be reproduced without first
destroying it [2]. This concept has come from two principles.
One is ‘Heisenberg uncertainty theorem’ [3] which states that it
is impossible to measure a quantum state without disturbing the
system [5]. Another principle is ‘no-cloning theorem’ [4]
which states that exact quantum state can’t be copied without
first destroying it [5].

Existing QKD methods e.g. [5] uses three quantum
channels and two classical channels. Two quantum channels
are used to transmit the secret key and one quantum channel is
used to transmit the data between the sender and the receiver.
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Classical channels are used for the verification of qubits. Thus
in this case, quantum channel ensures the secrecy between the
sender and the receiver. But it is time consuming and
expensive. Some QKD method e.g. [6] uses one quantum
channel and one classical channel where the quantum channel
is used to transmit the key and the classical channel is used to
transmit the data. Here the compression of the key reduces the
overhead of the quantum channel. But this produces a
byproduct which is equal to the length of the data. Although
here the data transmission is secure, it increases the
transmission overhead of the classical channel.

To overcome these limitations, this paper proposes a new
secure and efficient data transmission technique where at first
the trust between the sender and the receiver is established by a
trusted center that randomly generates the same secret key for
the sender and the receiver on the basis of agreement. Instead
of quantum channel, classical channel is used herein for data
transmission that reduces the time requirement and the
transmission cost. Secondly, Huffman encoding algorithm [15]
is used to compress the input data that makes the data
transmission faster and efficient. Then the secret key is used to
encrypt the output of Huffman encoding algorithm employing
OTP encryption technique which ensures the secrecy of the
transmitted data. In the receiver side, at first OTP decryption
technique is applied to decrypt the ciphertext and then
Huffman decoding algorithm is applied to decompress and
retrieve the transmitted data.

The rest of this paper is organized as follows: Section II
discusses the related works. Section III describes the proposed
technique. Section IV illustrates the experimental analysis and
finally, Section V concludes the paper.

II. RELATED WORKS

The QKD technique proposed in [7] known as BB84 is the
first cryptography based protocol. It uses two quantum bases
namely rectilinear and orthogonal to solve the redundancy of
qubits. Another technique proposed in [8] named as B92
measures the qubits where the receiver accepts the
measurement while s/he is confident or rejects while s/he is
doubtful. Also as discussed in [5], the sender and the receiver
can communicate on the classical channel to verify some of
their results herein.

The technique proposed in [9] is the first experiment on
quantum cryptographic research that showed that quantum
cryptography is capable enough to exchange the secret key.



The experiment considers two parties who exchange quantum
qubits. It also treats that eavesdropper may reside between the
communicating parties.

The technique proposed in [10] is a three-party
authentication protocol based on time-bound criterion where
the trusted center generates the time bound for the clients and
the clients themselves generate their session key. It consists of
two phases. In the first phase the parties communicate with the
trusted center to deliver their time bound, and then use trusted
communications to generate and distribute their keys [5]. In the
second phase the key generation is performed.

The technique proposed in [11] aims to support several
users and ensures their confidentiality and the authentication in
applications. It consists of three phases. In the first phase the
trusted centre generates the secret key to encrypt the data. The
second phase is the authentication process. And the third phase
encrypts the data and distributes it to the clients over the
network [5].

The technique proposed in [12] is a model that exchanges
two bits secret message through partially entangled states
which is used to transfer the data securely between two parties.
Also as discussed in [5], the technique is comparable with
BB84 because it offers a security check over the
communication channel using only one qubit. Moreover, it
provides a two steps communication security check.

The technique proposed in [13] introduced protocol for
QKD. Here the use of two way quantum channel increases its
efficiency of key distribution and the classical channel is no
more required. It consists of three phases. The first phase
generates raw binary data that will be encoded as qubits. In the
second phase the sender and the receiver measure their bits and
make a comparison between each other to come up with the
sifted key. The third phase is generating the secret key based
on the measurement and the sifted key.

The QKD technique proposed in [14] is for digital
authentication using a hash function. It utilizes quantum
principles to perform one way hash function which is
considered as an improvement over BB84. It supports
authentication by considering programming polarizer. Dual
quantum channel is required here and it has a combination of
quantum and classical channels that provides high security.

To establish a secure and efficient data transmission
technique, this paper combines the concept of QKD along with
Huffman encoding compression algorithm and OTP. The
advantages of Huffman algorithm is that it is lossless and more
efficient when there is redundancy within the input [15].
Besides, the security of OTP technique is unbreakable when
randomly generated key is used herein. The proposed
technique first generates the secret key using QKD which
requires only two quantum channels and three classical
channels. Then to reduce the transmission time one classical
channel is used to transmit the data. To reduce the overhead of
the classical channel, Huffman encoding algorithm is used to
compress the data to be transmitted. To ensure the secrecy of
the compressed data, OTP encryption technique is applied on it
with randomly generated OTP key.

III. PROPOSED TECHNIQUE

The proposed data transmission technique relies on a
trusted center that forms an agreement of diagonal and
rectilinear basis to establish the trust between the sender and
the receiver and to generate the random secret key for them.
Here eavesdropper may exist in the quantum channel. Hence
the verification of bits and agreement can easily detect the
presence of eavesdropper over there. Also the use of Huffman
encoding algorithm makes the data compressed and thereby the
transmission becomes faster. Moreover, the exploitation of
OTP technique ensures the secrecy of the compressed data. As
already mentioned, the proposed technique considers two
quantum channels and three classical channels. Here two
quantum channels are used for secret key generation whereas
two classical channels are used for bit verification. Also the use
of third classical channel for the purpose of data transmission
reduces the cost and time of transmission. The overview of the
technique is presented in Fig. 1.
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Fig. 1. Overview of data transmission technique.
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Fig. 2. Flow chart of key generation process.



A. Secret Key Generation Using QKD

Fig. 2 presents the key generation process for the proposed
technique by the trusted center. Here the sender and the
receiver interact N times with the trusted center where N is a
positive integer. At first the trusted center randomly selects bits
of qubits as rectilinear and diagonal bases in binary which is
represented as 0 and 1 respectively. Now rectilinear bases are
0° and 90° and in binary which are represented as 0 and 1
respectively. Besides diagonal bases are 45° and 135° and in
binary which are also represented as 0 and 1 respectively.
Depending on the qubit angles, binary classical bits are
obtained. For example, the binary value 01 represents
rectilinear base where the angle is 90°. Similarly the binary
value 10 represents diagonal base where the angle is 45°. The
trusted center sends the qubits to the sender and the receiver.
They measure the qubits randomly and send back the measured
bits to the trusted center. The trusted center then compares
them to the original bits and points out the incorrect position if
exists and sends them through the classical channels. This
process is repeated for finite number of times until satisfactory
accuracy is achieved. Thus the random secret OTP key is
generated which is used by the sender and the receiver for the
purpose of encryption and decryption of the transmitted data
respectively.

Fix up the
key size

The trusted center, sender and receiver jointly generate
the random key according to technique of Fig. 2.
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Fig. 3. Data transmaiison process.

B. Data Transmission Process
Fig. 3 depicts the data transmission process of the proposed
technique which is as follows.

StepI: At first the trusted center, the sender and the receiver
fix up the size of the secret key.

Step 2: Now the trusted center generates the secret key for
both the sender and the receiver employing key generation
process as discussed in Fig. 2.

Step 3: Then the sender compresses the data using Huffman
encoding algorithm [15]. Here it is mention worthy that, the
output of compression generates binary values.

Step 4: Prior to transmission, the sender encrypts the
compressed data using OTP encryption technique i.e. applies
XOR operation. Here using QKD, the random secret key
already jointly generated by the trusted center, the sender and
the receiver is used as the OTP encryption key where the size
of the input data and the key must be equal.

Step 5: Finally the sender sends the ciphertext to the
receiver through the third classical channel.
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Fig. 4. Data receiving process.

C. Data Receiving Process

Fig. 4 depicts the data receiving process of the proposed
technique which is as follows. Noted that, randomly generated
secret key is already possessed by the receiver also.

Stepl: At first using the secret key, the receiver decrypts
the ciphertext using OTP decryption technique i.e. applies
XOR operation which generates the compressed binary data.

Step 2: Now the compressed binary data is decompressed
using Huffman decoding algorithm.

Step 3: Thus the receiver retrieves the original transmitted
data.

IV. EXPERIMENTAL ANALYSIS

A. Experimental Setup

The prototype of the proposed technique is developed under
the environment of Intel® Core™ i3-2430M 2.50 GHz 64 bit
processor with 4 GBytes of RAM running on Windows 8.1
operating system. It is developed in Java employing Eclipse
Luna [16] along with jdk1.8.1 as kit where IDE default storage
is used for storing data. Also it is assumed that using QKD the
trusted center, the sender and the receiver jointly generates the



random secret key as: “110010101001001100

1010101110111010110.

B. Output of Compression Step

Step 1: Read the plaintext: “happy hip hop”.

Step 2: Plaintext is converted into compressed text (binary
value) using Huffman encoding algorithm as:

“1011100011110110101111100110101111110”.

C. Output of Encryption Step

Step 1: Read the compressed text: “101110001111011010
1111100110101111110”

Step 2: Using random secret key, OTP encryption technique
(i.e. XOR operation) is performed to convert the compressed
text into the ciphertext as:

“0011000001111110001101101110001101111”.
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Fig. 5. Time requirement for compression and decompression.
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Fig. 6. Time requirement for encryption and decryption.

D. Output of Decryption Step

Step 1: To get the compressed text back, consider the

ciphertext:
“0011000001111110001101101110001101111”.

Step 2: Using random secret key, OTP decryption technique
(i.e. XOR operation) is performed to convert the ciphertext into
the compressed plaintext as:

“0011000001111110001101101110001101111”.

E. Output of Decompression Step

Step 1: Read the compressed text:

“00110000011111100011011011100011011117. *

Step 2: Compressed text is converted into original plaintext
using Huffman decoding algorithm as:

“happy hip hop”.

F. Key Size Analysis

While the key size is fixed up through interactions among
the involved parties; the number of rounds influences the
accuracy of the key. While the key size increases, the number
of rounds also increases to ensure more accuracy. But in the
experiment conducted herein, the number of rounds is bounded
as shown in Fig. 7.
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Fig. 7. Relationship between key size and number of rounds.

G. Compressed Data Analysis

Huffman algorithm works well when there is huge
frequency of the symbols. In contrast when the frequency of
the symbols is very few, it does not work well. Also Huffman
algorithm needs a mapping table for decompression of data that
reduces the overhead. For example while a transmitted data or
string “happy hip hop” is considered, there is frequency of
symbols. The length of the string is 13. In ASCII encoding,
13*8 = 104 bits is needed. In Huffman encoding the
compressed string in binary is “011101010010011” and its
length is 15. Additionally, some extra bits are needed to send
with the mapping table to the receiver. This is a very efficient
compression ratio. Now while a data or string with less
frequency e.g. “ABCDEEFFF1234” is considered, the length
of the string is also 13. Therefore, the ASCII encoding 13*8§ =
104 bits is needed. Herein, Huffman produces the binary
compressed data which is 55 bits. This compression is not so
efficient.

H. Ciphertext Analysis

The OTP technique is a provably secure cryptosystem. The
message is represented as a binary string; a sequence of 0’s and
I’s using a coding mechanism such as ASCII coding. The
secret key used for both encryption and decryption is a truly
random sequence of 0’s and 1’s of the same length as the
transmitted data. The encryption is done by adding the secret
key to the transmitted data modulo 2, bit by bit. This process is



often called exclusive or, and is denoted by XOR. The symbol
@ is used.

1. Experimental Results and Discussions

Employing the proposed technique, the time requirement
for compression-decompression is presented in Fig. 5. Also the
time requirement for encryption-decryption is presented in Fig.
6. Here, plaintexts with different lengths are chosen to depict
the result. In both cases, when the size of the data increases, the
time requirement also increases and it is easily observable from
the figures.

Fig. 5 also shows that for the proposed technique, the time
requirement of decompression is larger than that of
compression while the size of the plaintext increases. Similarly
Fig. 6 also shows that for the proposed technique, the time
requirement of decryption is larger than that of encryption.

V. CONCLUSIONS

The proposed data transmission technique based on QKD
along with Huffman coding compression algorithm and OTP
enriches the level secrecy and efficiency of the transmitted
data. Here to breach the security of ciphertext, the attacker
needs to perform all possible combinations of checking before
breaching the secrecy of the data which is expected to be quite
difficult. The reason is, the decryption of data of the proposed
technique relies on the strength of Huffman algorithm, along
with OTP in which the key is generated randomly using QKD.
For this reason the proposed technique ensures better secrecy
and efficiency than other related techniques, and it is powerful
against intruders and eavesdroppers. The main concern of this
work is to ensure secrecy and efficiency while data
transmission. Over the classical channel, the use of OTP makes
the data more secure and the use of Huffman algorithm makes
the data transmission faster i.e. efficient.
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